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Abstract

Governments in recent years are making efforts to legislate data localization as part
of a broader effort to advocate digital sovereignty. The attributes of the data are
based on un-territoriality. However, sovereignty is the power that characterizes the
absoluteness and permanence of a nation based on territory. The Internet-based space
as a space where data is generated and circulated is the domain of sovereignty.
Therefore, in order to exercise jurisdiction as the exercise of sovereignty over data in
the Internet space, it must first be possible to manage and control data. The
normative attempt to constrain the attributes of such data in accordance with the
principle of territoriality is called ‘data localization’, which restricts the location of data.
The data localization norm itself is in fact contrary to the technical nature of the data.
Therefore, there is a limit to completely prevent the technical effect only by setting
the norm. However, norms are not necessarily dependent on technical attributes and
does not necessarily conform to the technical attributes, rather, it is desirable that
institutions be designed so that technical attributes can work in a way that is
beneficial to human life. Localization of all data is completely contrary to the technical
nature of the data and is realistically questionable. However, localization should be
pursued for specific data indispensable for national sovereignty, such as the privacy of
citizens, national security, and public records. The localization norms for other data are
not uniformly set for all countries in view of the economic ripple effects, the necessity
of data cooperation, and so on. The principle of localization based on reciprocity, which
is the most basic principle for the realization of external sovereignty, is reasonable. In

addition, data localization is rather easy to utilize as a means of government
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monitoring and control, which also hinders the development of democracy, which is the
institutional guarantee of national sovereignty. In addition, data localization can be
exploited as a means for the government to monitor and control the people. This is
also detrimental to the development of democracy to institutionalize popular sovereignty.
Therefore, when setting the data localization norm, a means for not causing the

improper result by the arbitrary public power will have to be necessarily provided with.
(FA1°]) dlol&] 7H(The Norm for Data), Hl°o]E <] &< EA(Un-Territoriality of Data),

dlol8 FA(Data Sovereignty), Hlo|E =r2|8HData Localisation), 7§%1gx =7

2]o] A (Cross-Border Transfer of Personal Information)
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1) McKinsey Global Institute. Internet matters: The Net's sweeping impact on growth, jobs, and
prosperity, May 2011; McKinsey Global Institute. The great transformer: The impact of the Internet
on economic growth and prosperity, Oct. 2011.

2) McKinsey, Internet Matters at 7.
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3) Jennifer Daskal, the un-territoriality of data, the yale law journal 125:326 2015.
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4) Modernization of the Foreign Intelligence Surveillance Act: Hearing Before the S. Comm. on the
Judiciary, 109th Cong. 4 (2006) (statement of Michael V. Hayden, Director, Central Intelligence
Agency).

5) John M.Cauthen, Executing Search Warrants in the Cloud, FBI L. ENFORCEMENT BULL. (Oct. 7,
2014),

6) 1Rl AMEE H3E e Hs AAS e A Ax, gl sk
AA, 74, AR R SA "Jﬁ% B Svle] ﬂqrﬂw AsE = givkeE S 71E 222 st
Atk ARQlel ot Bask A AE ¢ FoeE HEEHXA ZE=Th ¢ The right of the people to be
secure in their persons, houses, papers, and effects, against unreasonable searches and seizures,
shall not be violated, and no Warrants shall issue, but upon probable cause, supported by Oath or
affirmation, and particularly describing the place to be searched, and the persons or things to be
seized

7) Anupam Chander & Uyén P. Lé, Data Nationalism, 64 EMORY L.J. 677(2015)
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8) Sasha Segall, Note, Jurisdictional Challenges in the United States Government’ Move to Cloud
Computing Technology, 23 FORDHAM INTELL. PROP. MEDIA & ENT. L.J. 1105, 1114-15(2013).

9) Ian Walden, Accessing Data in the Cloud: The Long Arm of the Law Enforcement Agent 3 (Queen
Mary Univ. of London, Sch. of Law, Research Paper No. 74, 2011), http://ssr.com/abstract=1781067
[http://perma.cc/SATK-JR3V] (“echniques widely used in cloud computing, such as ‘harding’ or
‘artitioning, mean that the data will likely be stored as fragments across a range of machines, logically
linked and reassembled on demand, rather than as a contiguous data set.”; Tony Morales, Oracle D
atabase VLDB and Partitioning Guide, ORACLE 1-2 (July 2007), http://docs.oracle.com/cd/B28359_01
/server.111/b32024.pdf [http://perma.cc/483S-RZK8].
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10) Riley v. California, 134 S. Ct. 2473, 2491 (2014).

11) Hernandez v. United States, 757 F.3d 249, 255 (5th Cir. 2014) (involving a scenario in which a
border agent in Texas shot and killed a fifteen—year-old Mexican), rev’ en banc, rev’ per curiam,
785 F.3d 117 (5th Cir. 2014), petition for cert. filed, No. 15-118 (U.S. July 27, 2015); Rodriguez v.
Swartz, No. 4:14-CV-02251 (D. Ariz. July 9, 2015) (involving a scenario in which a border agent
in Arizona shot and killed a sixteen—year-old Mexican).

12) Hernandez, 785 F.3d at 119; see also Hernandez, 757 F.3d at 266-67.

13) Rodriguez, slip op. at 12-16.

14) Memorandum from David J. Barron, Acting Assistant Att" Gen., Office of Legal Counsel, U.S. Dep’
of Justice, to Eric Holder, Att" Gen. 38 (July 16, 2010), http://www.justice.gov/sites/default/files/olc/
pages/attachments /2015/04/02/2010-07-16_—_olc_aaga_barron_—_al-aulaqi.pdf [http://perma.cc/T55C-
CVSWI.

15) United States v. Gorshkov, No. CR0O0-550C, 2001 WL 1024026 (W.D. Wash. May 23, 2001).
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18) Orin S. Kerr, Searches and Seizures in a Digital World, 119 HARV. L. REV. 531, 557-58 (2005).
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Orin S. Kerr, Fourth Amendment Seizures of Computer Data, 119 YALE L.J. 700, 704 (2010).

20) Amici Curiae Brennan Center for Justice at NYU School of Law et al. in Support of Appellant at
4 ; Susan W. Brenner & Barbara A. Frederiksen, Computer Searches and Seizures: Some
Unresolved Issues, 8 MICH. TELECOMM. & TECH. L. REV. 39, 113 (2002); Paul Ohm, The
Fourth Amendment Right To Delete, 119 HARV. L. REV. F. 10, 12(2005).
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21) Damon C. Andrews & John M. Newman, Personal Jurisdiction and Choice of Law in the Cloud, 73
MD. L. REV. 313, 325-28(2013).

22) Memorandum Opinion, [Caption Redacted], [Docket No. Redacted], 2011 WL 10945618, at *10
(FISA  Ct.  Oct. 3, 201Dhttps://www.clearinghouse.net/chDocs/public/NS-DC-0057-0002.pdf
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SUPERVISORY AUTHORITIES FOR PROTECTION IN NON-PUBLIC AREAS ON 28/29TH
APRIL 2010 IN HANNOVER, CONSIDERATION OF SELF-CERTIFICATION OF DATA
IMPORTER TO THE SAFE HARBOR AGREEMENT BY THE DATA EXPORTING COMPANY]
(Apr. 28, 2010).

62) Telecoms Plan Shielded European Internet, DEUTSCHE WELLE (Nov. 10, 2013),
http://www.dw.de/telecoms—plan-shielded-european—internet/a-17217304.

63) Will It Work? German Email Companies Adopt New Encryption to Foil NSA, RT.COM (Aug. 11,
2013, 10:54), http://rt.com/news/german—email-encryption-nsa—-312/. 2017.4.10.82l.

64) Merkel and Hollande Mull Secure European Communication Web, DEUTSCHE WELLE (Feb 16,
2014), http://www.dw.de/merkel-and-hollande-mull-secure-european-communication—-web/a-1743539%.

65) Weighing a Schengen Zone for Europe Internet Data, DEUTSCHE WELLE (Feb. 20, 2014),
http://www.dw.de/weighing—a-schengen—zone—for—europes—internet—data/a-17443482. 2017.2.5. &el.

66) Processing of Sensitive Personal Data in a Cloud Solution, DATATILSYNET (Feb. 3, 2011),
http://www.datatilsynet.dk/english/processing—of -sensitive—personal -data—in-a—cloud-solution/.

67) Norwegian Data Inspectorate, Notification of Decision -New E-mail Solution Within Narvik Local
Authority (Narvik Commune) - Google Apps, DATATILSYNET (Jan. 16, 2012), http://www.datatilsy
net.no/Global/english/2012_narvik_google_eng.pdf (decision to ban service); Use of Cloud Computing
Services, DATATILSYNET (Sept. 26, 2012), http://www.datatilsynet.no/English/Publications/cloud-
computing/ (reporting on the decision to lift the ban); see also Loek Essers, Norway Ends Nine-
Month Ban on Google Apps, COMPUTERWORLD (Sept. 26, 2012, 2:27 PM PT), http://www.computer
world.comy/article/2491685/cloudcomputing/norway —ends—nine-month—ban-on-google—apps—use.html.
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68) Andrew E. Kramer, N.S.A. Leaks Revive Push in Russia to Control Net, N.Y. TIMES, July 15, 2013,
at Bl, available at http://www.nytimes.com/2013/07/15/business/global/nsa-leaks-stir-plans—in-russia
~to—controlnet.html; Maria Makutina, Lawmakers Seek to Bolster Russia’ Internet Sovereignty, RUSS.
BEYONDHEADLINES (June 21, 2013), http://rbth.ru/politics/2013/06/21/lawmakers_seek_to_bolster
_russias_internet_sovereignty_27365.html.

69) ol 71 2006139 A1525 AWH(Federal Law No. 152 “n Personal Data”)S 71783 Ao & #2423
A (Federal Law No. 242)°]t}.

70) Federal Amendments to Certain Legislative Acts of the Russian Federation, art. 2.2.

71) Max Smolaks, Russian Government Will Force Companies to Store Citizen Data Locally, TECHW
EEKEUROPE (July 4, 2014, 17:22), http://www.techweekeurope.co.uk/news/russian-government-will
—forcecompanies—store-citizen—data-locally —148560.

72) Federal Law of May 5, 2014, art. 1.1; see also Russia’ Parliament Prepares New “Anti-Terrorist” Laws
for Internet, GLOBAL VOICES (Jan. 16, 2014, 5:51 GMT), http://advocacy.globalvoicesonline.org/
2014/01/16/russias—parliament—prepares—new—anti-terrorist-laws—for-internet-censorship—putin/.
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20119 8¢9 <elx9o] AR EAV]|&E(the Ministry of Communications & Information
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74) Information Technology (Reasonable Security Practices and Procedures and Sensitive Personal Data
or Information) Rules, 2011, Gazette of India.subsection 1I(3)(i) (Apr. 11, 2011).

75) Id. at Rule 3.

76) Id. at Rule 7.

77) MIRIAM H. WUGMEISTER & CYNTHIA J. RICH, MORRISON & FOERSTER, INDIA'S NEW P
RIVACY REGULATIONS 3(2011),available at http://www.mofo.com/files/Uploads/Images/110504-In
dias-New-Privacy—Regulations.pdf.

78) Id. at 1.

79) Directive 95/46, of the European Parliament and of the Council of 24 October 1995 on the
Protection of Individuals with Regard to the Processing of Personal Data and on the Free
Movement of Such Data, 1995 O.]. (L 281), at 40.

80) Press Note, Press Info. Bureau, Gov' of India, Clarification on Information Technology (Reasonable
Security Practices and Procedures and Sensitive Personal Data or Information) Rules, 2011 Under
Section 43A of the Information Technology ACT, 2000, (Aug. 24, 2011), available at
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A EZE T4 # AU 719dEe] ‘F7F QHUl W34 (National Internet Exchange of
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http://pib.nic.in/newsite/erelease.aspx?relid=74990; Deepa Christopher & Praveen Thomas, India -
WelcomeClarification on Sensitive Personal Data Rules, LINKLATERS (Sept. 20, 2011),
http://www linklaters.com/Insights/Publication1403Newsletter/ TMT-newsletter—September—-2011/Pages
/India-data—security-laws.aspx.

81) Anupam Chander, DATA NATIONALISM, EMORY LAW JOURNAL [Vol. 64:677] available at:
http://ssrn.com/abstract=2577947 at 696.

82) The Public Records Act, No. 69 of 1993, § 4, INDIA CODE (1993).

83) Id.

84) Delhi HC Asks Government to Formulate an Email Policy Within 4-weeks, IBN LIVE (Oct. 30,
2013, 3:06 PM IST); see also Delhi High Court Seeks Clear-cut Answers from Centre on Its
Email Policy, ECON. TIMES (Oct. 1, 2014, 07:19 PM IST).

85) STANDING COMMITTEE ON INFORMATION TECHNOLOGY, CYBER CRIME, CYBER
SECURITY AND RIGHT TO PRIVACY 21 (2014).

86) Letter from Rajesh Aggarwal, Sec’y of Info. Tech., Directorate of Info. Tech., to all Gov. Depts. in
Maharashtra, India 2 (Sept. 30, 2013).

87) Thomas K. Thomas, National Security Council Proposes 3-Pronged Plan to Protect Internet Users,
HINDU BUS. LINE (Feb. 13, 2014).

88) Thomas K. Thomas, Route Domestic Net Traffic via India Servers, NSA Tells Operators, HINDU
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AR E ol AH7|&=$¥93](The Standing Committee on Information Technology of the
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2014 9 19 79 Z A4 (the Ministry of Communication) Hlo]& A gl 7]&
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4) Zo] Ao}
2010d EHdo]Alol= 7Nl B K S W (Personal Data Protection Act, PDPA)S #7331
th o] W& Zo]rjol wwle] thEk HoJE = =l Aol AFFEofok s At
o} A129Z A 18k o5t E dlolE o]gxt= oju]dt JfelARE whgolAo} gl wlow

BUS. LINE (Aug. 14, 2013).

89) STANDING COMMITTEE ON INFORMATION TECHNOLOGY, supra note 87, at 61.

90) Regulation Concerning Electronic System and Transaction Operation, Law No. 82 of 2012, art.
17(2)(Government Gazette of the Republic of Indonesia Year 2012 No. 189) (Indon.), translation
available at TECHNICAL COOPERATION PROJECT FOR CAPACITY DEVELOPMENT FOR
TRADE-RELATED ADMINISTRATION IN INDONESIA.

91) Enricko Lukman, Is the Indonesian Government Hurting or Helping the E-Commerce Industry?,
TECH IN ASIA (May 9, 2013, 5:12 PM).

92) Rancangan Peraturan Menteri(RPM) tentang Pedoman Teknis Pusat Data [Draft Regulation
Concerning the Technical Guidelines for Data Centers] (2013) (Indon.); Press Release, Kominfo,
Siaran Pers Tentang Uji Publik RPM Data Center [Press Release About Public Test RPM Data
Center] (Jan. 7, 2014) (Indon.).

93) Indonesia May Force Web Giants to Build Local Data Centers, ASIA SENTINEL (Jan. 17, 2014);
Vanesha Manuturi & Basten Gokkon, Web Giants to Build Data Centers in Indonesia?, JAKARTA
GLOBE (Jan. 15, 2014, 9:35 AM).
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Mucte] IR BRE 2 HAMEAIH(the Personal Information Protection and
Electronic Documents Act, PIPEDA)9) | & 7jut} g9 vto g JiAARE o Hdl= A
< FAsHAE Futh vk A9 7F o) Foll gk AFE T Aok olyd A 1 AR
ol A Hlzol] 7|Wke = ARSIl AT HRI|EA B AE oAt =
A Eo A Bl EE Aolt) o]ggh Aglo] A EE ol o]n] FASEAAITE W=

ol = (USA PATRIOT Act)oll &Jall wl=r2] A7} S7kehdA Q31 o Adal=ar 9Irt99)

94) Personal Data Protection Act 2010 § 129 (Act No. 709) (Malay.).

95) Id. art. 129(3).

96) FREEDOM HOUSE, FREEDOM ON THE NET 2013: A GLOBAL ASSESSMENT OF INTERNE
T AND DIGITAL MEDIA 441 (Sanja Kelly et al. eds., 2013), available at http://freedomhouse.org/
sites/default/files/resources/FOTN%202013_Full%20Report_0.pdf. at 441(2017.4.10. &<1).

97) Bill Coughran, Changes to the Open Internet in Kazakhstan, GOOGLE OFFICIAL BLOG (June 14,
2011,7:40 PM).

98) Personal Information Protection and Electronic Documents Act, S.C. 2000, c¢. 5 (Can.).

99) FRED H. CATE, CTR. FOR INFO. POLICY LEADERSHIP, PROVINCIAL CANADIAN
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GEOGRAPHIC RESTRICTIONS ON PERSONAL DATA IN THE PUBLIC SECTOR 3 -4 (2008).

100) Freedom of Information and Protection of Privacy Act, R.S.B.C. 199, c. 165, s. 30.1 (Can.), ;
Personal Information International Disclosure Protection Act, S.N.S. 2006, c. 3, s. 5(1) (Can.).

101) Freedom of Information and Protection of Privacy Act, R.S.B.C. 1996, at c. 165, s. 30.1.

102) Id. s. 30.1(a).

103) Personal Information International Disclosure Protection Act, S.N.S. 2006, at c. 3, s. 5(1)(a) - b).

104) Id. s. 5(2).

105) Personally Controlled Electronic Health Records Act 2012 (Cth) Section 77(Austl.).Subsection 1
“The System Operator, a registered repository operator, a registered portal operator or a
registered contracted service provider that holds records for the purposes of the PCEHR system
(whether or not the records are also held for other purposes) or has access to information
relating to such records, must not: (a) hold the records, or take the records, outside Australia; or
(b) process or handle the information relating to the records outside Australia; or (c) cause or
permit another person: (i) to hold the records, or take the records, outside Australia; or (i) to
process or handle the information relating to the records outside Australia”

106) Id. S77(2).
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107) CSC, CSC’S SUBMISSION TO THE STANDING COMMITTEE ON COMMUNITY AFFAIRS:
INQUIRY INTO THE PROVISIONS OF THE PERSONALLY CONTROLLED ELECTRONIC
HEALTH RECORDS BILL 2011 AND A RELATED BILL 7 (2011).

108) 20129 = H-H w53 559 Frg =il 9 TISA & AAFS7]17H(WTO0) <] EﬁVH“L

o

SITHDDA) @4ke] AARAT o me Aolw, A4, B8, #5 5 Au2AZ FoAgue g
Aol % Aol AHl s Bopsl AGFAYIETA 02E BeAE Bk (@7 24 oA,

St G A Al /S B ).
109) European Commission, Trade in Services Agreement http://ec.europa. eu/trade/policy/in—focus/tisa/.
110) TISA Annex on Electronic Commerce https://wikileaks.org/tisa/ ecommerce/05-2015/page—3.html.
111) On the national security exceptions to the WTO agreements, see Abdel-Latif, Ahmed. How to
deal with the security exception in the digital economy, E15 Initiative paper (2015).
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I ZRISE Rt B (TRANS—PACIFIC PARTNERSHIP, TPP)112)

TPP 7ke] 715l g Aol AME ST AL AAsHE FAS Folalq
otk 53] AlLllz elw AYFE AFHon 24 7 dolE F5L wAs,
D BEAY FEAAA B4 Bds) S8 Bad A9 2) PP Ee psA &
4% 3 BE 946l Bad And FEG Srke] ol AN(E madHe] o5
G A9 delE slgRTh 1P ol 2R HAT 4RI} SR AR 29
of s Arolt 44HA erhin

AzAon ZeolMASd 2o YU 234N 24 PNt vy A5
E AT QlEe ALg Al 52 278 F ek ey 2nl4 ZetelnAl wEE 44
4 5 i o guel §5e sgHolAck Fo] AU AdANe] BHSE 98] =
g ¥ gorel AAe Bt

(3) oMY £ FX SEAL SHE(THE TRANSATLANTIC TRADE AND INVESTMENT
PARTNERSHIP, TTIP)116)

TTIPE W% #3S 24 gAY Ags A47949S w57 9% =39 o
oz w=oHUh F AL AA A D Auls @l of 3RS AAFTHID
TTIPE TISA 2 TPPS fAKHAl =el7} 7aE Zez welth that Ul dlojelnayw}

112) 9= TPP+ 05 722, wdAE, A, BF o] 5 o°<§ 47 =o] Azt Fx5-3 #A
AAg Aol 7]delt) 2008 m]=ro] FHejH —C%‘Z?X}vﬁ‘r 7ol Aoz o] EAgy
320159 109 @do] ebE k(3 A A8 AR, fﬂj?ﬁxﬂ /AT,

113) United States Trade Representative, The Trans—Pacific Partnership: Economic Benefits,
https://ustr.gov/about—us/policy -offices/press-office/fact-sheets/2013/December/ TPP-Economic-Benefits.

114) Stoller, Matt. Trans—Pacific Partnership: The biggest trade deal you've never heard of, Oct. 23,
2012.

115) TPP Art. 14.2.

116) 2013 =<7F A& oy, TTIP AZES $siA+= EU O]ﬂ"ﬂ 7k 3= o3 t
g, TTIP7F das "olzmega 3 fAE FsA7 mFddE FAAQ Jaks vz A
Aol wey FH Zrol A Rid] Al§17F dojwth Eg EXPX}}J} AN A(ISDS) 23T
g7 A=A HES 85t AD)S FH3rt st 9o} glEo] 0134%
W ok [y AAMI] WM Y FAEAEHAFEA [WIAATEH S E
Transatlantic Trade and Investment Partnership] (AJAM32]AFA, WFEZ}),

117) Office of the United States Trade Representative, Fact Sheet: United States to Negotiate Transatlantic
Trade and Investment Partnership with the European Union https://ustr.gov/about—us/policy—offices
/ press—office/fact-sheets/2013/february/US-EU-TTIP 2017.4.7. &I,

32 o
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118) Charlotte Alfred, Web At 25 Will Balkanization Kill The Global Internet?, The Huffington Post,
http://www.huffingtonpost.com/2014/03/19/web-balkanization—national -internet_n_4964240.html
2017.4.10.8+21.

119) Charlotte Alfred, Web At 25: Will Balkanization Kill The Global Internet?, The Huffington
Post,http://www.huffingtonpost.com/2014/03/19/web-balkanization—national-internet_n_4964240.html
2017.4.10.291.

120) 314, dlole A3} A MAH s5Z JAZH o], A= 3§ #1137 A2E, 2014, 298-299.
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5 AAE AA 9 8 dzeE A5 As AlRbgE A2 Fol olelg A9
e ¢ Sk JdEe AHSolE 20149 Qo] Z7kotr 3] o] (National Security
Council, NSC)&= EE 1%=9] oMU H|=AIAA7L Q1% Y gl AHE S 2He e
K

o Fslal ez s HolEE alele] Wl

mlo
>
rO
e
T
=)
pas
o
=
o
rir
=
4
Pl
=
2,
32,
rr

MHE Sl 2ol2 vE " (mirroring) k= A 5418 WS EITHID) HEzo] o]
23k AAAR = Sl JIEU FFle] tiFE e el HES wAs] f& e

2 2 RIE 719 Ee] ‘7 IH Ul wgA(National Internet Exchange of India)’E &
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121) o] 71 200639 A152% A" (Federal Law No. 152 “n Personal Data”)S 71783 Aoz A
2425 A H(Federal Law No. 242)°] T},

122) Federal Amendments to Certain Legislative Acts of the Russian Federation, art. 2.2.

123) Telecoms Plan Shielded European Internet, DEUTSCHE WELLE (Nov. 10, 2013),
http://www.dw.de/telecoms—plan-shielded-european-internet/a-17217304.

124) Merkel and Hollande Mull Secure European Communication Web, DEUTSCHE WELLE (Feb 16,
2014), http://www.dw.de/merkel-and-hollande-mull-secure-european—-communication—web/a~17435895.
2017.4.10.291.

125) Thomas K. Thomas, National Security Council Proposes 3-Pronged Plan to Protect Internet Users,
HINDU BUS. LINE (Feb. 13, 2014), http://www.thehindubusinessline.com/features/smartbuy/national
—securitycouncil-proposes—3pronged—plan—to—protect-internet-users/article56857%4.ece (internal quotation
marks omitted.2017.4.10.2}21.)

126) Thomas K. Thomas, Route Domestic Net Traffic via India Servers, NSA Tells Operators, HINDU
BUS. LINE (Aug. 14, 2013), http://www.thehindubusinessline.com/industry-and-economy/info-tech/
route-domestic-net-traffic-via—india—servers—nsa-tells—operators/article5022791.ece 2017.4.10.2+<1.

127) Information Technology (Reasonable Security Practices and Procedures and Sensitive Personal
Data or Information) Rules, 2011, Gazette of India.subsection II(3)(i) (Apr. 11, 2011).

128) The Public Records Act, No. 69 of 1993, § 4, INDIA CODE (1993), available at
http://nationalarchives.nic.in/writereaddata/html_en_files/html/public_records93.html. 2017.4.10.2}21.
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129) Personal Data Protection Act 2010 § 129 (Act No. 709) (Malay.), available at
http://www.kkmm.gov.my/pdf/Personal%20Data%20Protection%20Act%202010.pdf. 2017.4.10.3F21.



244 X HNERTR 784

HAZHE Afret b S gHee = Ak d3tow 2
gk -2, dlo]e] Het o #AelA 1 BdAde] A
olHE AAeloF ef= o|F= el e dlo]El7} dlolE
o3y &% tdel 2 5 Advks A wel dleolEel
7EAom HolE wAst AAo] oo XS AT 5
g A wEEo] gl FEW 719 BHebxu| e wxA] It
22 Bogto ey AiHow HolHE ghe Rolsal F gk HOMEA|Z o5 KIS
il Al=sturh o 2 ol wheeg A d 7t vk AdE UThS) Rk op g4
EgJol(malware) ] AH&-2 HlolHE wAgtE S 5 Qe A A7t 0}‘41’% Lﬂg
2= 2%l NRC Handelsblad= NSA7F o} 2XEgo] vE9 a2
AT Aek nuf Qurblss) it n|atol| A whAYdl F=wlul o)
E AL AL oputx wige] POSHA el ot FETt A EHo m=<lo Al
EH7F gjalote] Muz dE | Zolghar FAET uehA QIEuleldhs 7sH £A44
ALHow HUHY ¥ BHetxx] v Wk Qo] ARE A5k
o7l e = ok AS ovskA] e
g dloly = A|ske] g Fo st el=e] AAAIAI RS Holue = Aol
AR HlolH wAskE e ZAIE H &olstAl & 4 dnke Asie Al7]Eh 7]?30]

A% =itk 5 9lare] gAel
o} ey QA= Qo)A ol
& e WA

FEYE AH| 27t opd 27 MulAS AMgStESs FAlghe s mok 2271 g S
Aele ggo] FolxA "k BAHoz 2y Mulat A AAFeR 9% A4S
Aa oy, A aE olyd F2Y 1R 7| nd v 53] doly A3
of o) mEE A A dat gl .

Jo
rO
ol
ol
N
do
ol
)
ol
L)
e
s
22
mlo
2
K _1
= ng

oS Mok o] v 9lek.15

E3 54 Aol AFeE o §AEY ARE 1 A FYYFe drhE 54 =7
anlge] A U foltl Y F AES AFne )R] Furds FoiFe 4
g 2T+ Aokn GrhelE “Jackpot” A k)1

130) 1= TYA R (Central Intelligence Agency, CIA)¥} = 7}Fx =+ (National Security Agency, NSA)
oA ZFPY == ~xE(Edward Snowden)o] =7FotH=o] QAR I A|Eol o
g Z2E 3 & AL A= old dlFl] gt whEke] ATt

131) Bert Verschelde, The Impact of Data Localisation on Korea’s Economy,
http://www.ecipe.org/media/publication_pdfs/ECIPE_bulletin1014_dataloc_korea.pdf, 2017.4.10.8}+21.

132) Chander & Le, supra note 52 at 30.

133) Floor Boon, Steven Derix & Huib Modderkolk, NSA Infected 50,000 Computer Networks with
Malicious Software, NRC.NL (NETH.) (Nov. 23, 2013, 02:40).

134) Brian Krebs, Hacker Ring Stole 160 Million Credit Cards, KREBS ON SECURITY (July 13, 2013,
3:39 PM ET), http://krebsonsecurity.com/2013/07/hacker-ring -stole-160-million—credit-cards/.

135) Anupam Chander & Uyén P. Lé, supra note 7 at 716-717.

136) Id at 717.
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A AAC] Aol A Holg o] HolEe] S /Ao R Bitsts T8 ﬂ/\i B ]E1
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th139) 988 NOAR/HOS 93 1Y A3 gL o
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137) Daniel Castro, The False Promise of Data Nationalism, INFO. TECH. & INNOVATION FOUND. 1
(Dec.2013), http://www2.itif.org/2013-false-promise-data—nationalism.pdf 2017, 4,10 &<l.

138) Patrick S. Ryan, Sarah Falvey & Ronak Merchant, When the Cloud Goes Local: The Global
Problem with Data Localization, COMPUTER, Dec. 2013, at 54, 56.

139) David Geer, Big Data Security, Privacy Concerns Remain Unanswered, COMPUTERWORLD
(Dec. 5, 2013, 22:43), http://news.idg.no/cw/art.cfm?id=B1920F48-0FD6-ASE7-5685FC364BS1ECBB.
2017.4.10. &2l

140) Rohin Dharmakumar, India’ Internet Privacy Woes, FORBES INDIA (Aug. 26, 2013),
http://forbesindia.com/article/checkin/indias-internet-privacywoes/35971/1#ixzz2r0zriZ TF. 2017.4.10. &-<l.

141) Statement, Digital Eur., U.S. Info. Tech. Indus. Council (ITI) & Japan Elecs. & Info. Tech. Indus.
Assoc. (JEITA), Global Information and Communications Technology (ICT) Industry Statement:
Recommended Government Approaches to Cybersecurity (June 2012), available at http://www.jeita.
or.jp/english/topics/2012/0622/release_2012_en.pdf. This idea is echoed in submissions from a range
of IT consortia.
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142) Richard Chirgwin, Microsoft to Aussie Gov: Privacy Rules Stifle e-Health, REGISTER (Nov. 25,
2011, 00:01), http://www.theregister.co.uk/2011/11/25/ms_threatens_au_gov_over_ehealth/. (2017.2.9.
§1—01).

143) Jonathan Vit, Hacker' Paradise or Host Nation? Indonesian Officials Weigh Cyber Threat,
JAKARTAGLOBE (Oct. 25, 2013, 6:34 PM).

144) Ricardo Geromel, Hackers Stole $1 Billion in Brazil, The Worst Prepared Nation to Adopt Cloud
Technology, FORBES (Mar. 2, 2012, 8:45 AM).

145) Anupam Chander & Uyén P. Lé, supra note 7 at 721.
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